Student Guide

Establishing an Insider Threat Program
for Your Organization

Course Introduction

Course Introduction

Course Overview

Threats from insiders are serious and they are happening now. You and your
organization are at risk. You already know what an insider threat is... but what can
you do to combat it? As a security manager, what must you do?

Welcome to the Establishing an Insider Threat Program for Your Organization
course.

Course Objectives

In this course you will learn about establishing an insider threat program and the role
that it plays in protecting you, your organization, and the nation. You will learn the
policies and standards that inform insider threat programs and the standards and
strategies you will use to establish a program within your organization.

Here are the course objectives. Take a moment to review them.

e |dentify the policies and standards that inform the establishment of an insider
threat program

¢ Identify key challenges to detecting the insider threat

¢ Identify key steps to establishing an insider threat program

¢ Identify the minimum standards for implementing an insider threat program

e Identify program strategies for:

o Monitoring user activity on classified networks
o Evaluating personnel security information

o Training cleared employees on the insider threat
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