
 1 

INSIDER THREAT DEFENSE GROUP 
Insider Risk Management Program Experts 

 

The Insider Threat Defense Group (ITDG) provides organizations with the core skills / advanced knowledge, 

resources and technical solutions to identify, manage, prevent and mitigate Insider Risks - Threats.  

 

Since 2009, the ITDG has had a long standing reputation of providing our clients with proven experience, past 

performance and exceptional satisfaction. ITDG training courses and consulting services have empowered 

organizations with the knowledge and resources to develop, implement, manage, evaluate and optimize a 

comprehensive Insider Risk Management (IRM) Program (IRMP) for their organizations. 

 

Being a pioneer in understanding Insider Risks - Threats from both a holistic, non-technical and technical 

perspective, the ITDG stands at the forefront of helping organizations safeguard their assets (Facilities, 

Employees, Financial Assets, Data, Computer Systems - Networks) from one of today's most damaging threats, 

the Insider Threat. The financial damages from a malicious or opportunist employee can be severe, from 

the MILLIONS to BILLIONS.  

 

With 15+ years of IRMP expertise, the ITDG has a deep understanding of the collaboration components and 

responsibilities required by key stakeholders, and the many underlying and interconnected cross departmental 

components that are critical for a comprehensive IRMP.  This will ensure key stakeholders are universally 

aligned with the IRMP from an enterprise / holistic perspective to address the Insider Risk - Threat problem. 

  

IRM PROGRAM TRAINING & CONSULTING SERVICES OFFERED 

Conducted Via Classroom / Onsite / Web Based 

TRAINING 

✓ Executive Management & Stakeholder Briefings For IRM 

✓ IRM Program Training Course & Workshop / Table Top Exercises For C-Suite, Insider Risk Program 

Manager / Working Group  

✓ IRM Program Evaluation & Optimization Training Course (Develop, Management, Enhance) 

✓ Insider Threat Investigations & Analysis Training Course 

✓ Insider Threat Awareness Training For Employees’ 
 

 

CONSULTING SERVICES 

✓ Insider Risk - Threat Vulnerability Assessments 

✓ IRM Program Maturity Evaluation, Gap Analysis & Strategic Planning Guidance 

✓ Insider Threat Detection Tool Gap Analysis & Pre-Purchasing Guidance / Solutions 

✓ Data Exfiltration / Red Team Assessment (Executing The Malicious Insiders Playbook Of Tactics) 

✓ Technical Surveillance Counter-Measures Inspections (Covert Audio / Video Device Detection) 

✓ Employee Continuous Monitoring & Reporting Services (External Data Sources) 

✓ Customized IRM Consulting Services For Our Clients 
 

 

STUDENT / CLIENT SATISFACTION 

ITDG training courses have been taught to over 1000+ individuals. Our clients have endorsed our training and 

consulting services as the most affordable, next generation and value packed training for IRM. Our client 

satisfaction levels are in the EXCEPTIONAL range, due to the fact that the ITDG approaches IRM from a real 

world, practical, strategic, operational and tactical perspective. You are encouraged to read the feedback from 

our clients on this link. 

 

 

https://www.insiderthreatdefense.us/insider-threat-defense-group-training/
https://www.insiderthreatdefense.us/wp-content/uploads/2024/05/insider-threat-defense-group-client-evaluations-comments.pdf
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The ITDG Has Provided IRM Program Training / Consulting Services To An Impressive List Of 675 

Clients: 

White House, U.S. Government Agencies, Department Of Defense (U.S. Army, Navy, Air Force & Space Force, 

Marines), Intelligence Community Agencies (DIA, NSA, NGA), Law Enforcement (DHS, TSA, FBI, U.S. 

Secret Service, DEA, Police Departments), Critical Infrastructure Providers, Universities,  Fortune 100 / 500 

companies and others; Microsoft, Verzion, Walmart, Home Depot, Nike, Tesla, Dell Technologies, Nationwide 

Insurance, Discovery Channel, United Parcel Service, FedEx, Visa, Capital One Bank, BB&T Bank, Bank, 

American Express, Equifax, TransUnion, JetBlue Airways, Delta Airlines and many more.  (Client Listing) 
 

 

Additional Background Information On ITDG 

Mr. Henderson is the CEO of the ITDG, Founder / Chairman of the NITSIG and Founder / Director of the 

Insider Threat Symposium & Expo (ITS&E). Combining NITSG meetings, ITS&E events and ITDG training / 

consulting services, the NITSIG and ITDG have provided IRM Guidance and Training to 3,400+ individuals.   

 

The NSA previously awarded the ITDG a contract for an Information Systems Security Program / IRM 

Training Course. This course was taught to 100 NSA Security Professionals (ISSM / ISSO), the DoD, Navy, 

National Nuclear Security Administration, Department of Energy National Labs, and to many other 

organizations 

 

Please contact the ITDG with any questions regarding our training and consulting services. 

 

 

Jim Henderson, CISSP, CCISO   

CEO Insider Threat Defense Group, Inc.  

Insider Risk Management Program Training Course Instructor / Consultant  

Insider Threat Investigations & Analysis Training Course Instructor 

Insider Risk / Threat Vulnerability Assessor 

LinkedIn ITDG Company Profile 

Follow Us On Twitter / X: @InsiderThreatDG 

 

Founder / Chairman Of The National Insider Threat Special Interest Group  

Founder / Director Of Insider Threat Symposium & Expo 

Insider Threat Researcher / Speaker 

FBI InfraGard Members 

LinkedIn NITSIG Group 

 

Contact Information 

561-809-6800  

www.insiderthreatdefensegroup.com 

jimhenderson@insiderthreatdefensegroup.com 

www.nationalinsiderthreatsig.org   

jimhenderson@nationalinsiderthreatsig.org  

 
 

 
 

 

 

 

https://www.insiderthreatdefense.us/wp-content/uploads/2024/05/insider-threat-defense-group-client-listing.pdf
https://www.linkedin.com/in/insiderthreatdefense
https://www.linkedin.com/groups/12277699/
file:///C:/Users/jimhe/Desktop/INSIDER%20THREAT%20INCIDENTS/INSIDER%20THREAT%20INCIDENT%20REPORTS/www.insiderthreatdefensegroup.com
file:///C:/Users/jimhe/Desktop/INSIDER%20THREAT%20INCIDENTS/INSIDER%20THREAT%20INCIDENT%20REPORTS/www.insiderthreatdefensegroup.com
mailto:jimhenderson@insiderthreatdefensegroup.com
mailto:jimhenderson@insiderthreatdefensegroup.com
file:///C:/Users/jimhe/Desktop/INSIDER%20THREAT%20INCIDENTS/INSIDER%20THREAT%20INCIDENT%20REPORTS/www.nationalinsiderthreatsig.org
mailto:jimhenderson@nationalinsiderthreatsig.org

	jimhenderson@insiderthreatdefensegroup.com

