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National Insider Threat Special Interest Group
(NITSIG)

Using External Data Sources
For Insider Threat Detection & Mitigation




External Data Sources

Gathering and analyzing Imtermal data sources i1s very important for Insider Threat
detection and mitigation.

Equally important is knowing what External data sources are also available to create the
Big Picture of an employee who may pose a threat to a company.

Most companies currently perform background screening on employees Once at the Pre-
Hire Stage. This screening is a Point In Time Snapshot.

According to Gartner, 80% of Insider Threats can be stopped by monitoring employees’
pressures and behaviors outside of work. Unfortunately, most organizations lack the
capability and resources to effectively take on such a massive undertaking.

To be more proactive in detecting and mitigating Insider Threats, many companies are
using Post-Hire solutions that allow the employer to Continuously Monitor an employee
for Indicators of Concern.

Theses solutions can monitor External data sources of criminal and civil information, then
Alert a company about an employee who has problems (Criminal, Financial) outside of
work.



Examples Of External Data Soures

0

CRIMINAL RECORDS FINANCIAL ACTIVITY LICENSES & PERMITS SANCTIONS

+ Wants & Warrants + Bankruptcy & Foreclosures + Professional Licenses  Healthcare Sanctions
+ Booking & Arrests + Liens & Judgements + Driver's Licenses » OFAC Sanctions

+ Criminal History + Lawsuits  Healthcare Licenses + Terorist Watch Lists
+ Sex Offender Registrations + Large Purchases + Expirations + Criminal Watch Lists

Source



https://endera.com/

13 Personnel Security Adjudicative
Guidelines For Security Clearance Holders

Adjudicative Guidelines
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Why Are Security Clearances Revoked?

The Defense Office of Hearing and Appeals heard 1,066 initial DoD clearance denial
appeals. Below 1s a breakdown by adjudicative category of the types of issues involved
resulting in initial denial (Note — Many cases had multiple 1ssues)

Adjudicative Guideline

Guideline A: Allegiance to the U.S 1
Guideline B: Foreign Influence 135
Guideline C: Foreign Preference 13
Guideline D: Sexual Behavior 20
Guideline E: Personal Conduct 211
Guideline F: Financial Considerations 522
Guideline G: Alcohol Consumption G1
Guideline H: Drug Involvement s
Guideline |: Psychological Conditions 17
Guideline J: Criminal Conduct 63
Guideline K: Handling Protected Information 14
Guideline L: Outside Activities 2
Guideline M: Use of IT Systems 10
OQutcome

Appeals with a favorable decision 303
Denied appeals a2
Favorable decision reversed LS
Case remanded back to the agency 12

Source


https://news-clearancejobs-com.cdn.ampproject.org/c/s/news.clearancejobs.com/2020/01/07/top-reasons-for-security-clearance-denial-in-2019/amp/

Employee Continuous Monitoring &

Reporting Examples

Example #1:
[ Enrolled 60,000 Employees (Global Airline)

[0 Monitored Thousand Of Data Sources
[ Detected 11,000 Events In 120 Days

[0 1,771 Events Were Defined As Critical
0 55 Bookings And Arrest Alerts

Source

ALERTS

BOOKINGS/ARRESTS

« Felony theft

« Burglary, intent to commit a
felorny

= Drug possession, intent to
distribute

= False mprisonment

« Second degree assault

« Criminal damage to property

* Receiving stolen property

« Assault and battery

= Simple battery to a child/
cruelty to children

* Felony domestic assault by
strangulation

« Failure to appear

CRIMINAL CHARGES

= Criminal felony, rape, assault
Theft, burglary

Froperty crimes

Drug violation, DU

Felony narcotics possession
False impersonation, forgery

DEATH RECORDS

« 14 recorded deaths



http://lp.endera.com/rs/769-LZZ-364/images/Endera-Transportation-Case-Study.pdf

Employee Continuous Monitoring &
Reporting Examples

Example #2:

O
O
O
O
O

Enrolled 30,000 Employees (U.S. Government Secure Workers Program For Critical
Infrastructure)

Workers are responsible for maintaining critical infrastructure and regional facilities,
such as airports, rail and bus terminals, bridges and tunnels.

Monitored Thousand Of Data Sources

Detected 800 Events In 90 Days

Disqualified 24 Employee From Their Jobs

Example #2 disqualifications were related to Department of Homeland Security and
Transportation Administration lists of Disqualifying Criminal Offenses.

Source
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http://lp.endera.com/rs/769-LZZ-364/images/Endera-Infrastructure-Case-Study.pdf
http://lp.endera.com/rs/769-LZZ-364/images/Endera-Infrastructure-Case-Study.pdf

Example #2 Events Detected

Count Alert Category Location Alert Description
1 Bookings/Arrest Waynes County, NY Criminal possession, with intent to sell 10 pounds of
marijuana

1 Booking/Arrest Orange County, NY Drug related, intent to sell

1 Booking/Arrest Orange County, NY Unknown offense

1 Booking/Arrest Loudon County, VA Unknown offense

1 Booking/Arrest Alaska Department of | Felony DUI
Corrections

1 Criminal-State Passaic County, NJ Aggravated manslaughter

1 Criminal-State Passaic County, NJ Assault by auto/vessel

1 Criminal-State Burlington County, NJ | Endanger welfare of a child

1 Criminal-State Morris, NJ Possession controlled substance, 3" degree

1 Criminal-State Nassau County, NY Criminal possession of stolen property

1 Criminal-State Kings County, NY Criminal possession of controlled substance

1 Criminal-State Kings County, NY Criminal possession of a weapon

1 Criminal-State Kings County, NY Robbery 2" degree

1 Criminal-State NY, NY Assault 1% degree

1 Criminal-State Connecticut Injury/risk of injury to minor — sexual nature

1 Criminal-State Missouri Felony possession of controlled substance

1 Criminal-State Montgomery County, Receiving stolen property
PA

1 Criminal-State Lancaster County, PA | Receiving stolen property

1 Criminal-State Essex County, NJ Endangered welfare of a child; photo sexual act

9 Recorded Death N/A Death

2 Sanctions NJ, Dept. of Labor and | Prohibition from working on NJ Government Contracts
Workforce
Development

2 Sanctions NY, Dept. of Treasury | Prohibition from working on NJ Government Contracts

1 Sanctions PA, Dept. of Human Office of Medical Assistance Program, Medicheck List
Services

4 Sex Offender NY, Division of Multiple sexual offenses

Criminal Justice




Workplace Violence Incident

Jury Awards Over $1 Million In Negligent Hiring Lawsuit Involving Workplace
Violence - November 15, 2016

A jury in Texas has awarded more than $1 million in a negligent hiring lawsuit filed against
a company on behalf of an employee and war hero who was Killed in 2015, while on the
job, by a co-worker.

Steven Damien Young shot and killed co-worker Jacob Matthew Cadriel with a 38-caliber
handgun. Young was arrested and charged with murder. He is currently serving a 45 year
sentence.

In 2008, Young was “‘arrested, charged and convicted in Harris County of the offense of
carrying an illegal weapon on the jobsite.” Im 2014, he was “arrested and charged in Harris
County with the offense of making a terroristic threat.” He was out on bond awaiting trial
when he murdered Cadriel.

The negligent hiring lawsuit claimed that Woven Metal Products, who owned the facility
where both Young and Cadriel worked, failed to “conduct comprehensive employment
background checks and criminal record searches on their employees. This negligence
provided an unsafe workplace for employees.

The company was negligent because it “failed listen to numerous workers at the facility
who repeatedly told them about the erratic and unstable behavior of Young” and also
“failed to provide any training or education on identifying and handling this type of
violence behavior in the workplace.” (Source)


http://www.esrcheck.com/wordpress/2016/11/15/jury-awards-over-1-million-in-negligent-hiring-lawsuit-involving-workplace-violence/

Internal / External Data Sources

An organization that only gathers and reviews Internal data sources, may not get the
complete picture on an employee who may pose a threat to the company.

Combining Internal and External data sources is the best method to get a more accurate
and timely / more current risk profile of an employee.

PUBLIC RECORDS L e e ————— HUMAN RESOURCES
Associations Physical Security Logs Employment Information
Asset Ownership Peates & Timos of Work Schacdols Performance
Legal suits Common Access Areas Adverse Actions
Credit Issues Typical Patterns of Daily Duties Validation of Benefits (salary)
Historical Information Trending from Norm Baseline job function

System Access Logs Investigations
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activity Insider Threat Risk Profile Travel

Common visits to sites Unreported foreign
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function (also risk scored) Workplace

! Variations in access per job
Policy violations (USB
Drive, etc.)

Communications

SECURITY Common themes in emails and instant SOCIAL MEDIA

: . kit messaging/wiki postings 2
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Employee Continuous Monitoring &
Reporting / Investigation Solutions

Transunion
www.transunion.com/solution/threat-monitoring-solutions

Clearforce
www.clearforce.com

Endera
www.endera.com

Thomson Reuters
www.legal.thomsonreuters.com/en/products/clear-investigation-software

Lexis Nexis
www.risk.lexisnexis.com

IDI Core
www.1didata.com



http://www.ididata.com/
http://www.risk.lexisnexis.com/
https://legal.thomsonreuters.com/en/products/clear-investigation-software
http://www.endera.com/
http://www.clearforce.com/
http://www.transunion.com/solution/threat-monitoring-solutions
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