
Security Behind The Firewall Is Our Business

Overview Of The Insider Threat Defense Group

You have choices when selecting a provider for Insider Threat Mitigation (ITM)  training and  services.
The  Insider  Threat  Defense  Group  (ITDG)  hopes  this  document  will  exceed your  organizations
expectations when searching for a provider that has extensive expertise in the areas of ITM.

Overview Of The Insider Threat Defense Group
The ITDG was founded in 2009 by Mr. Jim Henderson (CEO). Mr. Henderson is considered by his peers
as  an  expert in  Cyber  Security,  Information  Assurance,  Information  Security,  Information  Systems
Security and ITM. Mr. Henderson has over 15+ years of experience protecting classified information up to
the Top Secret SCI Level, with extensive hands-on experience in the development, implementation and
management  of;  Insider  Threat  Programs,  Cyber  Security-Information  Systems  Security  Programs,
Information  Assurance  Programs,  for  U.S.  Government  Agencies  (Department  of  Defense  (DoD),
Intelligence  Community  (IC)  Agencies,  Defense  Contractors,  State  Governments,  large  and  small
businesses. (Bio)

Mr.  Henderson  is  a  frequent  speaker  at  security  conferences,  security  related  organizations,  and  has
presented numerous security briefings and webinars on Cyber Threats and Insider Threats. Mr. Henderson
is a Certified Information Systems Security Professional (CISSP) by ISC2, and holds numerous other
security certifications. 

ITDG offices are located in Silver Spring, Maryland and West Palm Beach, Florida. We are a U.S. based
company and provide our training and services worldwide.

The ITDG is excited to announce that we have provided our training and services to 550+ organizations;
Fortune  500  companies,  U.S.  Government  Agencies  (DoD,  IC),  Defense  Contractors,  Critical
Infrastructure  Providers,  Aviation  /  Airline  Industry,  Spacecraft  Manufacturing-Launch  Providers,
Technology Companies, Banking - Financial Industry, Health Care Industry, and other large and small
businesses. (Client Listing)

Over  700+ individuals have attended our training and received Insider Threat Program (ITP) Manager
Certificates.

ITP Development & Management / ITM Training
The ITDG offers  the  largest  selection  of  training  courses for  ITM. Our instructors  are  recognized as
experts in the field of ITM and provide more then just training. They have hands-on experience helping
government agencies and businesses with all aspects of ITP Management. (Development, Management,
Enhancement) Our Instructors also specialize in areas that are of the greatest concerns to an ITP; Legal
Aspects and Behavioral Science.  (Instructor Bio's)

Our most popular course is ITP Development & Management.  (Course Brochure).  Our listing of training
courses, locations and dates can be found on this link.

If your organization is interested in hosting a class for multiple companies, your organization will receive
2 Free Seats in the class for hosting the training. This is an excellent opportunity to collaborate with other
organizations on ITM. Please call to discuss further.

https://www.insiderthreatdefense.us/insider-threat-defense-group-training/
https://www.insiderthreatdefense.us/wp-content/uploads/2019/03/insider-threat-program-development-management-training-course-brochure.pdf
https://www.insiderthreatdefense.us/about-us
https://www.insiderthreatdefense.us/insider-threat-defense-group-training/
https://www.insiderthreatdefense.us/wp-content/uploads/2019/06/insider-threat-defense-group-client-listing.pdf
https://www.insiderthreatdefense.us/wp-content/uploads/2019/07/bio-for-james-henderson-insider-threat-program-management-manager-analyst.pdf
https://www.insiderthreatdefense.us/
https://www.insiderthreatdefense.us/insider-threat-defense-group-consulting
https://www.insiderthreatdefense.us/insider-threat-defense-group-training/


Our training approaches ITM from more then just establishing an ITP. We ensure that companies have a
strong  foundation  of  security,  to  build  a  robust  and  effective  ITP  on  top  of.  We also  Go  Beyond
compliance regulations, and Think Outside The Box.

ITM training requires more then just attending a course, reviewing PowerPoint presentations and taking an
exam. The ITDG provides our students with an ITP Management Toolkit. The toolkit provides students
with a How To - Step By Step Guide (ITP Management Handbook), templates, resources and a variety of
Insider Threat Vulnerability checklists, to ensure you have the tools to develop, manage or enhance your
ITP. All materials will be provided to the student in electronic format. (Via USB Thumb Drive) The ITP
Management Handbook is provided in hard copy format. 

Student Satisfaction / Comments
The ITDG offers training that  greatly surpasses  other providers of ITP Development & Management /
ITM training. Our student satisfactions levels are in the exceptional range. We encourage you to read the
feedback from our students on this link.

Course Guarantee
The ITDG is extremely confident that you will find our training courses very affordable, comprehensive
and  resourceful,  compared  to  other  training  providers.  This  is  why  we  offer  a  Training  Course
Guarantee.  If any student fails to grasp the content of our training courses, we will allow the student to
attend the next course at NO CHARGE. If the student still feels they are unable to grasp the content of the
course, we offer a "Money Back Guarantee". The ITDG is the ONLY training provider to offer this type
of guarantee. We have never had a student re-attend a course, or had to refund the course fee.

Foundations Of Our Training / Services
ITDG training and services are based off of our Real World Experience (10+ Years) helping the U.S
Government (DoD, IC) and businesses develop robust and effective ITP's, using a proven, comprehensive
and methodical ITM Framework. The ITDG provides our clients with the Gold Standard for successful
ITM, that will update an organization to a Security 2.0 Framework, to detect and mitigate employees who
may pose a threat to the organization.

A primary centerpiece of our training and services is that we incorporate Lessons Learned based on our
analysis  of ITP's, and Insider Threat related incidents encountered from working with our clients,  and
from collaboration with an extensive network of ITP Managers / Security Professionals.

We were one of the first companies to offer comprehensive ITP Development & Management Training to
the  U.S.  Government  and  defense  contractors,  who  were  required  to  implement  ITP's,  based  of  off
National Insider Threat Policy, and NISPOM Conforming Change 2 regulations.

A robust and effective ITP is built on top of a solid foundation of security.  Our training and services
incorporate these foundations from other training courses we have developed and taught. In 2009 NSA
awarded the ITDG a contract  for an Information Systems Security Program / Insider Threat  Training
Course.  This  course  was taught  to  100 NSA Security  Professionals  (ISSM /  ISSO),  the  DoD, Navy,
National  Nuclear  Security  Administration,  Department  of  Energy  National  Labs,  and  to  many  other
organizations.

All ITDG training courses are mapped to the National Cybersecurity Workforce Framework (NCWF).
The NCWF is published by the National Institute of Standards and Technology (NIST).  NIST Special
Publication 800-181: NICE Framework, is a nationally focused resource that establishes a taxonomy and
common lexicon to describe Cybersecurity work. The NICE Framework is intended to be applied in the
public,  private,  and  academic  sectors.  Our  ITM  training  courses  exceed the  requirements  for  ITM
education in Cybersecurity Training.  ITM requires more then just Cybersecurity or Technical knowledge
to be effective.

https://csrc.nist.gov/publications/detail/sp/800-181/final
https://csrc.nist.gov/publications/detail/sp/800-181/final
https://www.insiderthreatdefense.us/wp-content/uploads/2019/02/itp-training-course-student-evaluations-and-comments.pdf


National Insider Threat Special Interest Group
The CEO of the ITDG is the Founder-Chairman of the National Insider Threat Special Interest Group
(NITSIG). The NITSIG is a unique and specialized Information Sharing and Analysis Center, focused
primarily on ITM. The NITSIG Membership is the largest network (1000+) of ITM Professionals in the
U.S. and globally. The willingness of NITSIG Members to collaborate and share information among the
membership,  has  been  the  driving  force  that  has  made  the  NITSIG  very  successful.  The  ITDG
incorporates this vast amount of Insider Threat Intelligence into all our training and services.

Insider Threat Symposium & Expo
The NITSIG was one of the first organizations to create one of the most comprehensive educational and
networking events for ITM, the Insider Threat Symposium & Expo (ITS&E). The NITSIG has held 4
ITS&E events. (2015, 2017, 2018, 2019). The ITS&E is recognized by security professionals as the Go
To Event for ITM guidance.

Combing ITDG training, with NITSIG meetings, ITS&E events, the ITDG + NITSIG have provided ITM
training and guidance to over 2300+ individuals.

Awards / Recognition / Outstanding Service Awards
In 2019, Cyber Defense Magazine conducted the Black Unicorn Awards (BUA) to recognize and award
Cybersecurity Innovators. The ITDG was competing against many of the industry’s leading providers of
Cybersecurity products and services for this prestigious award. Of the 3,000 Cybersecurity companies in
the world, only 100 made it into the 2019 BUA judging phase, and only 20 made the "Watch List".

The ITDG is excited to announce that on July 22, 2019, the ITDG was recognized by  judges as the
Cybersecurity  Industry’s  Leading  Provider  of  ITM Training.  The  ITDG was  awarded  a  "Notable
Mention" and added to the judges "Watch List" for the 2020 BUA.

The ITDG will be profiled in the 2019 BUA Awards Book, which will be distributed on August 7, 2019.

The ITDG has won numerous awards from the FBI InfraGard Program, Maryland InfraGard, American
Society  For  Industrial  Security  (ASIS),  and  the  Federal  Information  Systems  Security  Educators'
Association, and has been recognized for various contributions in the many aspects of the security field.
(More Information)

Follow us on Twitter @InsiderThreatDG for the latest news, upcoming events and information for Insider
Threat Mitigation.

Please contact the ITDG to learn more about the ITM Training and Services we offer.

Jim Henderson, CISSP, CCISO 
CEO Insider Threat Defense Group, Inc.
Insider Threat Program Development / Management Training Course Instructor
Insider Threat Vulnerability Assessor & Mitigation Specialist
Founder / Chairman Of The National Insider Threat Special Interest Group (NITSIG)
NITSIG Insider Threat Symposium & Expo Director / Organizer
888-363-7241 / 561-809-6800
www.insiderthreatdefense.us
james.henderson@insiderthreatdefense.us
www.nationalinsiderthreatsig.org
jimhenderson@nationalinsiderthreatsig.org
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