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National Insider Threat Special Interest Group (NITSIG)

NITSIG MEETING AGENDA

April 26, 2016
The NITSIG would like to invite NITSIG members and other security professionals to the next NITSIG
meeting.
Date: NITSIG
ApT26, 2016 \_(our Trusted I?artngr_ For
Insider Threat Risk Mitigation
Location: N o

11100 Johns Hopkins Road ; L&
Laurel, MD 20723-6099 ~ | :

Parsons Auditorium / Building 1 N .

Room S124 - —
trusted EARINERS]

Time: working together

10AM-11PM

Parking

Parking Available On JHU-APL Campus. Parsons Auditorium is located in Lobby 1. Enter the campus from
Johns Hopkins Road onto APL Drive. You may park in the lot on your left labeled for visitors, adjacent to
Lobby 1. You will enter the building at Lobby 1. When you leave for the day, please stop by the receptionist
desk to receive the parking code for the visitors parking lot.

Link To Sign Up For Free Ticket

Presentations / Topics of Discussion Will Include;

Active Shooter & Hostile Incident Response

Presentation By: TFC Travis Nelson, MD State Police Law Enforcement Liaison, MD Emergency

Management Agency

= This presentation will review the interdisciplinary response of Fire, EMS, Police and Emergency

Management to an active assailant or potentially volatile incident. It will review security and safety
concerns on scene and how to quickly access patients while the incident is evolving. The course will
examine methods on how to integrate all partners necessary to plan and manage the incident. Class
attendees and instructors will have an informal discussion on available equipment, implementing
state guidance locally and how to begin planning.

Insider Threat Incidents / Case Studies & Indicators
Presentation By: FBI Special Agent (SA) Sharp, FBI Insider Threat Center
= FBI Special Agent (SA) Sharp will present case studies on recent insider threat investigations with
an emphasis on indicators displayed by the subject and the victim organization’s responses. SA
Sharp will present on physical as well as cyber insider threats.



https://www.eventbrite.com/e/national-insider-threat-special-interest-group-meeting-4-26-16-tickets-24205735005

Employee Continuous Evaluation & Screening Service

Presentation By; Peter Collins
IDentrix Employee Continuous Evaluation & Screening Service

IDentrix is a division InfoZen. InfoZen is the company that provides the Secure Flight Program to
the U.S. Government, screening 2 million names a day.

IDentrix is a very affordable web based "Employee Continuous Evaluation Screening Service".
IDentrix monitors approx. 1000 sources of information for information that may be of concern to
companies about their employees. Risk Alerts pertaining to 65 plus different attributes including
criminal, civil, sanctions, professional licenses, etc. Most importantly it actively monitors each
individual daily for various types of activities that may have a negative impact on their ability to
fulfill their roles in compliance with established regulations. As you probably realize, traditional
background checks which are completed at timed intervals may not reflect any activities over the last
few years. A company will receive an alert from within 10 minutes to 24 hours after a new potential
negative data source has been discovered about an individual. Screening services are available daily,
weekly or monthly.

During a 3 month period that the End User / Client used the IDentrix Continuous Monitoring
Service, IDentrix identified over 800 identity changes, of which twenty four (24) actionable alerts
were deemed to disqualify the noted persons from continued participation in their current regulated
duties. Thus protecting the client from potential risk due to unacceptable activities.

IDentrix Website

IDentrix Overview Video - YouTube

IDentrix Demo

IDentrix offers a free live 30 minute demo, during which time you’ll be able to see the unique features and
data coverage offered as part of the solution.
Sign Up For Demo

Bio’s Of Guest Speakers:

TFEC Travis Nelson, MD State Police Law Enforcement Liaison, MD Emergency Management Agency

Trooper First Class Travis Nelson is currently assigned to the Special Operations Division of the
Maryland State Police. He is detailed as a law enforcement liaison to the Maryland Emergency
Management Agency (MEMA.)

Travis serves as the co-chair for the Maryland Active Assailant Interdisciplinary Workgroup and
works with the Maryland Institute for Emergency Medical System Services (MIEMSS) to lead a
statewide effort to provide guidance for all responders to hostile events.

He is the chair of the recently established Maryland Search and Rescue Coordination Workgroup,
technical lead of the Maryland Prevention and Protection Workgroup and serves on the Region 111
Advisory Council for the Federal Emergency Management Agency (FEMA.)

Prior to, he was assigned to MEMA as a regional liaison officer, MSP Special Events Unit, MSP
Human Resources Division and MSP Centreville Barrack.

Travis is the current Director of Career Services at the Kent & Queen Anne’s Rescue Squad in
Chestertown, MD and certified as a medic, rescue diver and firefighter. He previously worked for
Kent County 9-1-1, Queen Anne’s County 9-1-1 and Queen Anne’s County EMS.



http://www.identrix.com/
https://www.youtube.com/watch?v=o6LDx6C0nvk&feature=youtu.be
http://visitor.r20.constantcontact.com/manage/optin?v=001knl6dPq0Lzm1ul0qprKCaajCI_zO5lqhaNVWGcYTF1_dTERbSOhM1X4hI0o0xRAxqQRKoCD0D2kDTmCdfVSMWcrdjqZ1jQpvwa8sbxMlBVE=

FBI Special Agent (SA) Sharp, FBI Insider Threat Center

= Special Agent Dewayne Sharp joined the FBI in January 2001 and was assigned to the Chicago Field
Office initially to work counterintelligence investigations of intelligence officers from various threat
countries. He was subsequently assigned to economic espionage and technology transfer
investigations related to the three Department of Energy laboratories in the Chicago area.

= In January 2009, SA Sharp was promoted to Supervisory Special Agent at FBI headquarters in the
Counterintelligence Division managing threat country investigations and operations against foreign
intelligence targets. InJune 2011, SSA Sharp transferred to the Counterespionage Section where he
investigated and managed the investigations of FBI personnel suspected of spying for foreign
countries.

= |n June 2014, SSA Sharp became the second member of the FBI’s Insider Threat Center and
currently leads a risk management unit. His unit evaluates insider threat risks as they relate to FBI
personnel, critical assets and security programs and presents risk mitigation options to Executive
Management for decision.

= Prior to the FBI, SSA Sharp served eight years as a US Army officer in multiple assignments around
the world. He is a graduate of the United States Military Academy at West Point and has a

Bachelor’s degree in Military History with a minor in Computer Science.

NITSIG Board Members Contact Information

Jim Henderson / CISSP, CCISO

Founder / Chairman Of The National Insider Threat Special Interest Group (NITSIG)
CEO Insider Threat Defense, TopSecretProtection.Com, Inc.

Insider Threat Program Training Course Instructor

Cyber Security-Information System Security Program Management Training Course Instructor
Cyber Threat-Insider Threat Risk Analyst / Risk Mitigation Specialist

Phone: 561-809-6800 / 888-363-7241

E-Mail:

[imhenderson@nationalinsiderthreatsig.org

[imhenderson@insiderthreatdefense.com

Websites:

www.nationalinsiderthreatsig.org

www.insiderthreatdefense.com

Mike Miller

NITSIG Co-Chair

Insider Threat Subject Matter Expert

Chief Operating Officer; Vice President, Insider Threat Program Coordinator At Tanager, Inc.
Supporting Insider Threat Programs At; Army, DHS And Intelligence Community
Phone:

Office: 240-547-3174

Cell:  301-712-5557

E-Mail:

mmiller@tanagerinc.com

Website:

www.tanagerinc.com
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Dr. Robert Gallagher

NITSIG Board Member / Scientific Director

Dr. Robert Gallagher — Operational Psychologist

Senior Partner And Director Of Psychological Consultation And Training
Guardian Defense Group

Cell: 301-318-0245

E-Mail:

rgallagher@adgllc.us

Website:

www.gdallc.us

Shawn Thompson

NITSIG Board Member

Insider Threat Risk Mitigation Specialist
Enterprise Security Risk Management
Lawyer (Corporate Legal Services)

Cell: 410-858-0006

E-Mail:

shawnmthompson@comcast.net
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